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Abstract

On July 26, 2005, the National Institute of Standards and Technology (NIST) conducted a
workshop consisting of fire service and fire safety personnel that had two objectives. The first,
was to give the attendees a presentation of the history and present status of the project entitled
"Building Tactical Information System for Public Safety Officials". The second objective was to
have the group participate in a hands-on exercise, where they were able to work with and
evaluate the present system of first responder information displays which are designed to provide
real time building and emergency information to incident command and dispatch centers. Their
evaluations and recommendations for improvements of the current displays are presented in this
document.

Key Words: building information, elevators, emergency preparedness, emergency responder,
emergency response, fire alarm system, fire detection, homeland security, incident command
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Workshop Purpose and Scope

On July 26, 2005, the National Institute of Standards and Technology (NIST) conducted a
workshop on information needs of emergency responders. This workshop was organized to
support a Department of Justice, Office of Community Oriented Policing Services (COPS)
funded project entitled, "Building Tactical Information System for Public Safety Officials". The
purpose of this workshop was to meet with the community of emergency responders who are
responsible for public safety with the focus on the presentation and use of data contained in
building systems. The goal of the Tactical Decision Aids Interface Workshop was to have the
attendees evaluate the presentation of real time building information as well as the information
itself.

Background for the Workshop

Many large buildings have building automation systems that manage environmental systems,
security systems, fire protection systems, energy management systems, elevator systems, etc.
These systems process and store a large amount of data that is potentially useful to emergency
responders. Such data would include floor plans of the building, sensor data from smoke and
heat detectors, gas detectors, motion detectors, etc. Other information may include data from
heating ventilation and air conditioning (HVAC) systems, door and elevator access, room
occupancy, lights, and cameras. On May 3, 2004, NIST conducted a workshop to identify
information needs for emergency responders during building emergencies [1]. That workshop
brought together emergency responders with the goals of sharing the vision of how the
availability of building information can impact emergency response, and to gain from attendees
guidance on what specific building information would be of greatest benefit to public safety
officials, as well as how to present it, and with what security measures.

Critical building information needs to be sent to and displayed on a wide variety of display
devices, from high-resolution screens at dispatch centers, wireless devices for notebook
computers in fire apparatus or police cars, and handheld devices. In order to assure
interoperability of the information (or data) transmissions, requirements for the data and
presentation formats must be defined as well. In the building industry, there is ongoing work to
address building controls interoperability between different manufacturers, including the work on
the Building Automation and Control Networks (BACnet) standard at NIST [2], and more
recently work to provide building data to those outside the building. In the case of an emergency
event, fire, police, and other emergency personnel arrive at a building and are faced with the need
to quickly appraise the situation, find occupants, locate problems, determine the best way of
dealing with the emergency, deploy resources, and then update tactical information as the event
progresses.

Since the September 11, 2001 attacks on the World Trade Center and the Pentagon, there has
been a focused effort to improve prevention, preparedness, response, recovery, mitigation, and
coordination processes across the country. However, a comprehensive approach to providing
building tactical information to building incident responders, applicable at all jurisdictional
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levels and across functional disciplines, would further improve the effectiveness of emergency
response providers and incident management organizations across a full spectrum of potential
building incidents and hazard scenarios. Such an approach would aid in coordination and
cooperation between public and private entities in a variety of domestic incident management
activities.

A list of workshop attendees is provided in Appendix A – Workshop Attendees. The workshop
agenda is given in Appendix B – Workshop Agenda.

Description of the Workshop

The attendees worked with laptop computer interfaces and evaluated the presentation of
information on four different scenarios that require Fire Department response. The four
scenarios were: (1) a fire in a hospital, (2) a person breaking into a laboratory building and
setting fire to a room on the third floor, (3) a fire on the second floor of a two story single family
dwelling, and (4) an emergency medical call inside a large shopping mall. The displays were
presented on laptops since these are similar to the equipment that is currently installed in some
fire department apparatus and incident command vehicles.

For each scenario two computer screens of information were presented. The first screen was
titled an “En Route” screen. This screen gave a plan view of the building footprint and
surrounding area. Streets that surround the building were indicated along with information such
as location of fire hydrants, fire department connections to the building standpipe and automatic
sprinkler systems, and location of entrances to the building. Other information that may be
displayed would be the location of interior stairwells, elevators, and an indication if hazardous
materials are present in the building. Figure 1 is an example of an "En Route" screen. The
second screen, titled "On Site" would give detailed information regarding the interior of the
building. An example of an "On Site" screen is Figure 2. This figure shows the third floor
interior view of the hospital. The upper left of this screen has buttons labeled "Fire", "Hazards",
and "Building". By pressing the "Fire" button, additional information such as the location of
interior standpipe connections would be displayed, information on fire wall ratings, and location
of fire fighting equipment and emergency medical services equipment would be shown. The
"Hazard" button would give information on building hazards and information on hazardous
materials that would be present in the building. The "Building" button gives information
regarding security, elevators, utility shut offs, generators, and the location of materials that may
be of importance to building owners. The "Zoom In" and "Zoom Out" buttons allow the view to
be magnified. The arrow buttons allow the user to scroll through the screen. A reset button is
available that would bring the scene back to a default setting. Below this is a method for the user
to move to different floors in the building. Below this is the event list. Within the event list all
changes in the sensors of interest and room conditions would be listed. Figure 2 shows the "On
Site" screen for the hospital scenario when the first heat sensor is activated which shows up on
the computer screen as the first event in the event list. Figure 3 shows the same computer screen
after a longer period of time. In this figure seven sensor events have occurred and have been
listed in the event list. The top portion of each screen gives additional information on the
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Scenario 2 – Building Break-In and Set Fire

This scenario simulates the unauthorized entry of an individual into a laboratory building. The
individual proceeds via the elevator to the third floor of the building, sets fire to one of the
laboratories, and then exits the building. The "En Route" screen that would be available to the
emergency responders and the emergency dispatch center is shown in Figure 4. An example of
the "On Site" screen is shown in Figure 5. The event list is given in Table 2.

The first 15 events for this scenario do not pertain to the fire department. They describe through
the use of door, elevator, and motion sensors the path taken by the intruder. This demonstrates
the use of this system for law enforcement purposes. The final "On Site" screen is shown in
Figure 6. It shows that the room in which the intruder had set on fire has gone to flashover, the
hall outside this room has a toxic/thermal condition, the room behind this room also has a
toxic/thermal condition and the two halls in blue have possible hazardous conditions.

A ten minute video of this simulation is available from NIST. The video reveals the interaction
between an operator at the emergency dispatch center and the responding police and fire
apparatus.

Scenario 3 – Fire in a Two Story Single-Family Dwelling

This scenario depicts a fire starting in a second floor bedroom of a two story single-family
dwelling. The "In Route" screen is shown in Figure 7 and the initial "On Site" screen is shown in
Figure 8. This screen shows the location of the initial alarm and is also listed in the event list.
The entire event list for this scenario is given in Table 3. An "On Site" screen after 6 sensor
events is shown in Figure 9 and the final "On Site" screen after all the events have occurred is
shown in Figure 10.

Scenario 4 – Emergency Medical Call to a Shopping Mall

This scenario is a simulation of an emergency medical call in a large shopping mall. These
shopping malls may have several anchor stores and contain many entrances not only to each
anchor store, but to the common areas of the mall itself. Pinpointing the location of an area or
store inside a large building such as this is difficult, especially for one who may not be familiar
with the building. This situation may occur during a busy time when many emergency medical
service units that normally respond to this building may be on other incidents and a unit from a
much greater distance would have to respond. The individuals on this unit may not be familiar
with the building. Since the floor plans and plan view of the building are stored in the building
itself they can be transmitted along with the location of the incident within the building to the
responding apparatus and the emergency dispatch center. The "En Route" screen for this
scenario is shown in Figure 11 and the "On Site" screen in Figure 12.
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Table 1 Event list for a Fire in a Hospital Waiting Room scenario.

Event Time Description of event

11:02:56 PM Heat sensor activated – level 3 waiting room
11:05:11 PM Heat sensor activated – room 379
11:06:11 PM Potential hazard – level 3 waiting room
11:06:42 PM Visibility limited – level 3 waiting room
11:07:30 PM Toxic/thermal hazard – level 3 waiting room
11:08:47 PM Visibility limited – level 3 EENT room
11:08:48 PM Visibility limited – room 374
11:09:19 PM Visibility limited – room 376
11:09:20 PM Visibility limited – room 378
11:09:21 PM Visibility limited – room 380
11:09:22 PM Visibility limited – room 382
11:09:23 PM Visibility limited – room 384
11:09:24 PM Visibility limited – room 375
11:09:25 PM Visibility limited – room 377
11:09:26 PM Visibility limited – room 379
11:09:27 PM Visibility limited – room 381
11:09:51 PM Visibility limited – room 383
11:09:52 PM Visibility limited – room 385
11:09:53 PM Visibility limited – section E-3
11:09:54 PM Visibility limited – section D-3
11:10:10 PM Visibility limited – room 313
11:10:55 PM Toxic/thermal hazard - level 3 EENT room
11:10:56 PM Toxic/thermal hazard - room 374
11:10:57 PM Toxic/thermal hazard - room 376
11:10:58 PM Toxic/thermal hazard - room 378
11:11:22 PM Toxic/thermal hazard - room 380
11:11:23 PM Toxic/thermal hazard - room 382
11:11:24 PM Toxic/thermal hazard - room 384
11:11:25 PM Toxic/thermal hazard - room 375
11:11:26 PM Toxic/thermal hazard - room 377
11:11:27 PM Toxic/thermal hazard - room 379
11:11:28 PM Toxic/thermal hazard - room 381
11:11:29 PM Toxic/thermal hazard - room 383
11:11:51 PM Toxic/thermal hazard - room 385
11:11:52 PM Toxic/thermal hazard - room 313
11:11:53 PM Visibility limited – section B-3
11:11:54 PM Flashover conditions - level 3 waiting room
11:12:19 PM Visibility limited – room 323
11:13:09 PM Visibility limited – room 303
11:13:10 PM Toxic/thermal hazard – room 313
11:13:19 PM Visibility limited – section A-3
11:14:09 PM Visibility limited – section E-3
11:14:10 PM Visibility limited – room 386
11:14:11 PM Visibility limited – room 387
11:14:12 PM Visibility limited – section B-3
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Table 2 Event List for Building Break In and Set Fire scenario

Event Time Description of event

4:38:44 PM Unauthorized door open – level 1
4:39:04 PM Elevator 1 occupied
4:39:14 PM Elevator 1 level 2
4:39:24 PM Elevator 1 level 3
4:39:29 PM Elevator 1 unoccupied
4:39:30 PM Motion sensor – level 3 – 226 – hall 3a
4:39:32 PM Motion sensor – level 3 – 226 – hall 3a
4:40:27 PM Unauthorized door open – level 3 – 226 – A306
4:40:32 PM Motion sensor – level 3 – 226 – A306
4:40:52 PM Motion sensor – level 3 – 226 – A305
4:41:32 PM Potential hazard – level 3 – 226 – B305
4:42:33 PM Heat sensor on – level 3 – 226 – B305
4:43:28 PM Unauthorized door opened – level 3 – 226 – B305
4:44:10 PM Motion sensor – level 3 – 226 – hall 3b
4:44:25 PM Unauthorized door opened – level 3 – 226 – stair 23
4:44:35 PM Heat sensor on – level 3 – 226 – A306
4:44:36 PM Visibility limited – level 3 – 226 – B305
4:45:05 PM Heat sensor on – level 3 – 226 – hall 3b
4:45:06 PM Unauthorized door open – level 1 – 226 – stair 11
4:45:15 PM Visibility limited – level 3 – 226 – A306
4:45:58 PM Toxic/thermal hazard – level 3 – 226 – B305
4:46:08 PM Toxic/thermal hazard – level 3 – 226 – A306
4:46:09 PM Heat sensor on – level 3 – 226 – hall 3a
4:46:50 PM Flashover conditions – level 3 – 226 – B305
4:46:51 PM Heat sensor on – level 3 – 226 – hall 31
4:47:00 PM Toxic/thermal hazard – level 3 – 226 – hall 3b
4:47:01 PM Heat sensor on – level 3 – 226 – hall 32
4:47:02 PM Potential hazard – level 3 – 226 – hall 31
4:47:04 PM Potential hazard – level 3 – 226 – hall 32
4:48:07 PM Heat sensor on – level 3 – 226 – B302
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Table 3 Event list for Fire in a Two Story Single Family Dwelling scenario

Event Time Description of event

11:27:01 PM Heat sensor on – level 2 – bedroom 1
11:29:03 PM Potential hazard – level 2 – bedroom 1
11:29:37 PM Visibility limited – level 2 – bedroom 2
11:30:30 PM Heat sensor on – level 2 – second hallway
11:30:31 PM Visibility limited – level 2 – second hallway
11:31:26 PM Toxic/thermal hazard – level 2 – bedroom 1
11:32:06 PM Visibility limited – level 2 – bath 2
11:32:26 PM Visibility limited – level 2 – bedroom 3
11:32:36 PM Toxic/thermal hazard – level 2 – bath 2
11:32:37 PM Visibility limited – level 2 – bedroom 2
11:32:46 PM Heat sensor on – level 2 – master bedroom
11:32:47 PM Visibility limited – level 2 – master bedroom
11:32:56 PM Visibility limited – level 1 – kitchen
11:32:57 PM Visibility limited – level 1 – bath 1
11:32:58 PM Toxic/thermal hazard – level 2 – bedroom 2
11:32:59 PM Toxic/thermal hazard – level 2 – bedroom 3
11:33:28 PM Visibility limited – level 2 – closet 6
11:33:38 PM Visibility limited – level 1 – living room
11:33:39 PM Visibility limited – level 1 – kitchen
11:33:40 PM Visibility limited – level 1 – bath 1
11:33:41 PM Visibility limited – level 2 – master bath
11:33:42 PM Toxic/thermal hazard – level 2 – closet 6
11:33:43 PM Flashover conditions – level 2 – bedroom 1
11:33:48 PM Visibility limited – level 1 – dining room
11:33:49 PM Visibility limited – level 1 – study
11:33:57 PM Visibility limited – level 1 – family room
11:33:58 PM Toxic/thermal hazard – level 2 – master bath
11:34:07 PM Toxic/thermal hazard – level 2 – master bedroom
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Figure 1 "En Route" screen for the hospital fire scenario. The button on the left side of the figure titled “On Site Screen” allowed the
user to toggle back and forth between the “En Route” and “On Site” screens.
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Figure 2 "On Site" screen for the hospital fire scenario after the first heat sensor has activated. The button on the left side of the figure
titled “En Route Screen” allowed the user to toggle back and forth between the “En Route” and “On Site” screens.


